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Abstract: An implementation method for a secure telephone system based on physical layer security is proposed. The security principle in-
volves injecting artificial noise into each bidirectional communication channel, ensuring that the signal power detected by any illegal eaves-
dropper at any probing point on the line is far lower than the artificial noise power, thereby preventing information extraction. Legitimate us-
ers employ co—frequency co—time full-duplex technology to cancel the artificial noise and recover the original communication signal. Theo-
retical analysis and experimental results demonstrate that this system can effectively eliminate self—interference, allowing the legitimate
user’s signal—to—interference—plus—noise ratio to significantly outperform that of an eavesdropper, thereby ensuring communication secu-
rity. The successful implementation of a hardware prototype further validates the system’s practicality and effectiveness, offering a feasible
technical solution for high—security communication scenarios.
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